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THE BIOLOGICAL WEAPONS THREAT

Pur pose:

The purpose of this paper is to highlight the governmenta setbacks to preventing something as
complex as a biological weapons attack. With the current system of internal checks and baances
in every aspect of government it is hard to develop policy againgt an unknown threat. The media
and the public can aso both be blamed because their inattention to the problem means that it is
not a priority for the publicly dected officids who are responsible for dlocating resources to the

intelligence community.

I ntroduction:

America as a nation is wholly unprepared for a biologica attack within its borders.
Bioweapons are the biggest threat to the United States today yet they remain impossble to fully
protect againg. This is due to America's historicaly reactive policy-making and the fact that the

U.S. can only make changes within its own borders.

This threst could come not only from any of the rogue nations mentioned in President
Bush's “evil empiré’ speech, but dso from the newly-emerging terrorist “networks’ that have
vadt financid resources and thousands of supporters worldwide. It is these terrorist organizations
that the United States needs to be particularly concerned with. Unlike rogue nations, terrorist
networks, like Al-Qaida, operate without borders and maintain links with smaler terrorist groups
around the world. The dispersement of these groups around the globe makes it hard for nations

to track ther activities. Thus, this type of group would have an easier time developing biologica



wegpons for an attack than a nation such as Iraq or Libya Ken Alibek, a former high-leved
scientist from the Soviet Union, admits that ‘the threat of a biological atack has increased as the
knowledge developed in (Soviet) labs — of lethd formulations that took scientigs years to
develop — has spread to rogue nations and terrorist groups™ A report by the United Nations Al
Qaeda and Tdiban Sanctions Committee indicated that an atempt to launch a chemica or
biological weapon atack by Al-Qaida is “just a matter of time” According to the head of the
sanctions committee, Herddo Munoz, the pand beieves the only redtraint Al Qaida & facing “is
the technical complexity to operate them properly and effectivdly.” He dso dated that “at this
point Al Qaida and some of the associates have tried to get hold of chemica and biologica

weapons.?”

Why biological weapons?

Modern hiologicd agents are far more lethd than even the most toxic chemica agents®.
The sarin gas datack in the Tokyo subway proved not to be as effective as Aum Shinrikyo had
hoped. While this is partidly due to the group’s ignorance in the subject of chemica weapons, it
is dso due to the wegpon itself. Chemicd wegpons dso have a narrow attack radius because
they are not contagious. If a contagious disease is used in a biologica attack, it could spread

rapidly to many areas of the country.

Biological weapons are chegp to creste once you have the knowledge to produce them
and ae easly accessble. In contrast to the drict safeguards placed on nuclear weapons

materials, dangerous pathogens and toxins have typicaly been stored in unprotected research
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laboratories and shipped across nationd borders with minima precautions®.  This means they
could be solen by a lab employee or an outsder with very little difficulty. In addition, most
gem dran samples can be obtained through universty research labs or biotech firms in the
United States or abroad. Universty-based researchers have a long tradition of sharing microbia
cultures informaly through the mall, and few countries restrict who is granted access to
infectious agents’.  Although labs in the United States have started to scrutinize potentid buyers
of thexe gam cultures, they ae dill avalable in many aess internationdly without such
protections. In addition, the creation of a ample front company could dlow a terrorist to obtain
these potentidly deadly diseases from a U.S. firm.  While this does leave a paper tral for

authorities to follow after such an attack, it ill dlows the attack to occur.

The avalability of germ drains on the black market may dso be an option for terrorist
groups. The temptation to sell pathogens on the black market might be particularly strong in the
ex-Soviet dates, where former biowegpons scientists currently receive only a fraction of ther
previous sdary and perks. Traditiona approaches to facility security such as "guns, gates, and
guards’ cannot prevent a covert outdder or a trusted ingder from seding a smal sample of a
pathogen and cultivating it in large quantities for illicit purposes®. The government of the U.S.

may be able to protect pathogens in-country, but are unable to do the same outside its borders.

If germ srains are obtained from a lab or on the black market, they can then by mutated
by scientits in order to make a hardier verson of the disease tha is ressant to ordinary

antibiotics  On November 12", 2002, a hospita in Detroit, Michigan reported the first American
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case of daphylococcus, a potentidly deadly infection that is ressant to vancomycin, the
strongest antibiotic in doctors arsends’.  For obvious reasons, an dtered bacterium resistant to
antibiotics would be most favored by terrorists.  As part of their offensive wegpons program, the
Soviet government decided it was best to study germs with no known cure®. By mutating a Strain
of a currently known disease, a terrorist could create a disease with no known cure with little
difficulty. New sdentific underdandings, such as how to manipulate DNA, have led to
breskthroughs in the ability of scientists to geneticdly dter bacterid drains to resst antibiotics.

This adds awhole new redm to bioterrorism prevention.

While dissemination of biological wegpons can be tricky, there are so many potentid
delivery methods that this problem is virtudly eiminated. Food or water contamination could be
used as well as crop dudters or plague infested fleas. Aerosolizing a biologica agent is by far the
most effective ddivery method, but it is dso the most complicated, as weather conditions and

temperature become important factors for the terrorist to consider.

Given the prevdence of suicide bombers in many terrorist organizations, it is conceivable
that a terorig could smply infect him or hersdf with a fatd dissese and use it to infect
thousands or even millions of people in a drategic location. This is certainly not the most
favorable for terrorids, as in most cultures disease is a Sgn of being unclean. This is particularly
the case in terms of religion, where “cleanliness is next to godliness” Even though the person
may beieve the cause to be honorable, a rdigious suicide attacker may not want to infect
himsdlf/hersalf with a disease for fear that he/she would be denied entrance to heaven. There is
adso the pan factor to congder. A suicide bombing is over within minutes and is believed to

have a low levd of extended pain. An individud infecting himsdf with a disease is likdy to
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endure prolonged and excruciding pain. However unlikdy, this is dill a threat that authorities

must strongly consider.

The complexity of planing a biologicd wegpons atack means that any terrorist
organization with this am would need to have scientiss knowledgegble in infectious diseases.
Yury Ovchinnikov, co-founder of the Soviet bioterrorism program, BioPreparat, recognized that
a bioterrorisn program is “only as good as its scientits®  This scientific knowledge can be
obtained in any one of three ways. Fird, a terorist group may atempt to recruit students
currently studying biology or a smilar fidd in the United States or another developed nation.
Second, they could enroll a current terrorist group member in an accredited inditution to learn
the necessary information. Given that even the mogt in-depth epidemiology programs do not
have background checks for potentid students, it would be easy for a terrorist group to obtain
information by infiltrating a universty in the United States. This would dso give them access to
a number of biologica cultures. Thirdly, they could atempt to buy one of the many scientists
who dready have tha type of knowledge. The former Soviet Union done had thousands of
scientists working on an offensve biologica weapons program in the 1970s and 1980s. Though
not al of these individuds have the same levd of knowledge and expertise, they have a
sgnificant advantage over those who ae just beginning ther dudies  While the fdl of the
Soviet Union brought economic growth to the nation, some 25 percent of the population in
Russa 4ill lives below the poverty rate. In a country where the average gross domestic product
per capita is $9,300, scientists fal into a very low-income bracket'®. This makes them easly

susceptible to being bribed by aterrorist organization.
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After the October 2001 anthrax attacks, panicked citizens ran out to purchase protective
gear, such as gas masks and antibiotics, such as Cipro. Anthrax, however, is the least of the U.S.
worries. These particular spores may take one to five days to incubate, but they are not
contagious from personto-person. A highly contagious disease such as smdlpox could spread
more rgpidly than the U.S. could quarantine individuads. This makes it more dtractive to
potentid terrorigs.  With a highly- contagious disease, you don't have to have a complex
delivery sysem, as they go on killing long after they are used. A drategic attack, perhaps using
a HHf-infected terrorigt, could kill millions of Americans if carried out somewhere such as Union
Station in Washington D.C., Grand Centra Station in New York, or a the Pentagon metro
gation in Arlington, Virginia If the disease being usad is highly contagious, it is unlikdy that an
attack would be carried out a an arport because a large number of people would be traveling
outsde the United States, which would leave the terrorist organization with no way to control an
international outbreak (assuming that the target is the United States). It is more likey that
another trangt point would be targeted because the disease would spread very quickly to other
areas of the United States without necessarily spreading to other countries abroad.  Union Station
would be a high target based on the number of people who come through this particular train
dation.  Smilaly, a terorist infected with a highly contagious disease would have a strong
chance of infecting a large number of Defense Agency personnd sSmply by sneezing in the
Pentagon underground metro dation.  Given that the aforementioned targets are indoors and
typicaly have a high concentration of people, they would dso be ided for the aerosol method of
dissemination. The lag time between the actud infection and the physica appearance of the
disease would make it hard for authorities to detect an attack until days after it has occurred.
Plague, for example, is a disease that can be spread via droplets in the air when a person sneezes

and has an incubation period of anywhere between one and six days'”.
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Possible Biological Weapon Threats
ANTHRAX

The Working Group on Civilian BioDefense identified a limited number of organiams
that could cause sgnificant deaths and would gravely impact a city or region. Bacillus anthracis
(B anthracis), the bacteria that causes anthrax is one of the most serious of these'?. Research on
anthrax as a bhiological weapon began more than 80 years ago; however, most nations stopped
offengve biowegpons programs following the ratification of the Biologicd Wegpons Convention
in the 1970s.  While in the past the biologicd wegpons threast has generdly been from nations,
internationa terrorist groups have presented another threat in recent years. Severd terrorist
groups, induding Al-Qaida, are widdy suspected of actively seeking anthrax. Some andysts
have questioned whether “weapons-grade” materid (powders with specific characterigtics such
a high spore concentration, uniform particle sze, low dectrodtatic charge, and treatment to
reduce clumping) could be produced by those not supported by the resources of a nation-state.
However, the U.S. Depatment of Defense reported that three defense employees with some
technica <kills but without expert knowledge of biowegpons manufactured a smulant of B
anthracis in less than a month for $1 million. Emerging terrorist organizations are beieved to

have the significant wedlth required to produce such aweapon'>.

Anthrax is not contagious and thus cannot be transferred from person-to-person.
Symptoms typicaly appear within 7 days of coming in contact with the bacterium. However, for

inhalation anthrax symptoms can take up to 42 day's to appear™*.
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There ae three forms of anthrax infection: cutaneous (skin), inhdation, and
gadrointestind. Mot (about 95%) of anthrax infections are cutaneous, occurring when the
bacterium enters a cut or abrason on the skin. Gadrointestina anthrax, which may follow the
consumption of contaminated meet, is characterized by an acute inflammation of the intesting
tract. Inhdation anthrax is the most serious of the three and is the most feared in terms of a
biologicd atack. Initid symptoms may resemble a common cold (sore throat, mild fever,
muscle aches and maaise); however, if not trested the symptoms may progress to severe
bresthing problems and shock within days Inhdation anthrax is usudly fatd if not trested™.
Here in lies the problem. As mentioned previoudy, loca physcians are likely to be the firg to
see an anthrax patient.  Since symptoms would not appear until days after the biologica attack
and there would be no obvious cause for concern, a family physician is more than likdy going to
atribute the symptoms to a common cold. This would be a fata misteke. If severd anthrax
patients turn up in a locd hospitd, it would cause sgnificant concern and authorities would be
contacted, but this would not be the case if patients visted different private medica practices

ingtead of a hospitd.

The Center for Disease Control is working with federa and date law enforcement

agenciesto prepare for an anthrax attack. Activitiesinclude:

Deveoping plans and procedures to respond to an attack usng anthrax;

Training and equipping emergency response teams to help date and local governments
control infection, gather samples, and perform tests. Educating hedth-care providers,
media, and the generd public about what to do in the event of an attack;

Working closgly with hedth depatments, veterinarians, and laboratories to watch for
suspected cases of anthrax. Developing a nationa electronic database to track potentia
cases of anthrax;

Ensuring that there are enough safe laboratories for quick testing of suspected anthrax
Cases,

5 Center for Disease  Control,  “Anthrax: What You Need to  Know,’
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Working with hospitals, laboratories, emergency response teams, and hedth-care
providers to make sure they have the supplies they need in case of an attack™®.

The Depatment of Hedth and Human Services has made more than $918 million
avalable for sae and locd hedth depatments to enhance ther terrorism preparedness
programs. Exiging programs that proved invauable during the October 2001 anthrax attacks,
such as the Laboratory Response Network for Bioterrorism (LRN) and the Nationd
Pharmaceuticd Stockpile (NPS), have adso been drengthened. Since the anthrax attacks, rapid
reqponse teams composed of individuds with expertise in fieddd operations, epidemiology,
microbiology, data management, and communications have been crested. These individuds
have recaved specific training to enable immediate deployment to affected areas to assst date
and locd efforts’’. Of course this could only happen after the potentiad biologica atack has
been discovered. The Epidemic Inteligence Service (EIS), CDC's long-standing disease
investigetion training program for epidemiologists, is aso undergoing changes. In addition to
traditiond training for rgpid response to disease outbresks, this year's class of officers is
recaving specidized fidd traning to respond to terorit atacks that might involve the

intentional release of toxic chemicals or the spread of infectious agents'®.

The aforementioned changes in the public hedth sysem dnce the anthrax attacks
demondirate that progress is being made; however, more work needs to be done. The 2001
atack was reativdy smdl in scope and did not involve the use of multiple agents, multiple
modes of transmisson, a drug-resstant organism, transmisson to animas, or globa spread™.

Due to this, the surge capecity of the hedth-care ddivery sysem was not chdlenged. In
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addition, the CDC recognized that unlike some other threat agents, the causdtive organism
(anthrax) was eesly isolated in clinica laboratories, there was no risk of person-to-person

transmission, and there was no risk of vector-borne transmissior?®.

In 1970, a World Hedth Organization (WHO) expert committee estimated that casudties
following the theoretica arcraft release of 50 kg of anthrax over a developed urban population of
5 million would be 250,000, 100,000 of whom would be expected to die without treatment.
Obvioudy a hiologica attack conducted by a terrorist would likely be less sophisticated and on a
much smdler scale. Neverthdess this potentid loss of life from a biological atack does exid, it
is essential that the U.S. does everything possble not prepare the government authorities, the

medicd community, and the American public.

SVIALLPOX

Smadlpox is a serious, contagious disease for which there is currently no treetment. The
only prevention is vaccination, which is only avalable to lab scientits and members of the
militay”:. Slowly, hedlth care workers are dso being vaccinated againgt this disease.  Smdlpox
outbreaks have occurred from time to time for thousands of years, but the disease is now
eradicated after a successful worldwide vaccination program by the World Hedth Association.
Despite this, stockpiles of the virus are kept in labs in the United States and Russia  Some fear
that those kept in Russia are not as closaly guarded as those in the United States and are therefore

susceptible to theft. "Dark Winter”, a government study completed in June 2001 that modeled
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the effects of a smdlpox attack on three American cities, concluded that within two months there

would be 1 million dead and twice as many infected?.

According to the Center for Disease Control, “The deliberate release of smdlpox as an
epidemic disease is now regarded as a possbility, and the United States is taking precautions to
ded with this posshility.>®” Because a smalpox threat does exist there is a detailed nationwide
smallpox preparedness program to protect Americans againg smdlpox as a biologica weapon.
This program includes the creation of preparedness teams that are ready to respond to a smallpox
attack on the United States. Members of these teams, healthcare and public hedth workers, are
being vaccinaied so that they might safely protect others in the event of a smalpox outbresk.
While this is a great dat, these individuas may not be the firs responders to a smadlpox
outbregk. Patients may end up vidting ther primary care physcian, who may or may not
diagnose the disease. Also, according to the Center for Disease Control, smalpox vaccines have
been stockpiled in amounts that alow authorities to vaccinate everyone who would need it in the
event of an emergency. The problem is that the American public has not yet been vaccinated and

remans extremdy vulnerable to this threet.

Smdlpox has a 7-17 day incubation period during which the individud is not contagious.
It is during the next severd dages that the patient is extremely contagious. Although it is
extremely contagious, direct and fairly prolonged face-to-face contact is generdly required to
goread smdlpox from one person to another. Rarely, smdlpox has been spread by virus carried
in the ar in encosed settings such as buildings, buses, and trans.  This is not to say that suicide

attackers with the intent to infect as many people as possible could not do so.
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PLAGUE

Plague is a disease caused by Yersnia pedtis (Y. pedtis), a bacterium found in rodents and
flees in many areas around the world. Patients usudly have fever, weskness, and rapidly
developing pneumonia with shortness of breath, chest pain, cough, and sometimes bloody or
watery sputum. Nausea, vomiting, and abdominad pain may aso occur. Without early treatment,

pneumonic plague usudly leads to respiratory failure, shock, and rapid desth.

Plague is a very contagious disease, which is why authorities are concerned that it may be
used as a biologica wegpon. A bioweapon of Y. pestis could be created because the bacterium
occurs in nature and can be isolated and grown in quantity in a laboratory. While manufacturing
an effective wegpon using this bacterium would require advanced knowledge and technology, it
is catanly a concelvable task for those with sgnificant resources such as Al-Qaida. If Y. pedtis
were used in an agrosol attack those exposed to the bacteria would develop pneumonic plague
within one to six days. Once people have the disease, the bacteria can spread to others who have
close contact with then?. Due to the long incubation period, individuas could travel over a
large area before becoming contagious and possbly infecting others, which would make the
disease sgnificantly harder to control.  Efforts to quarantine those in suspected areas of infection
would be less effective.  Trestment is avalable for the pneumonic plague; however, antibiotics
ae mos effective if taken within 24 hours of the fird symptoms of the dissese Agan, the
pressure fals on the medica community to accuratdly diagnose what may, on the surface, look

like the common cold or flu.
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American Policy (reactive)

The fear of a biologica wegpons attack is not a new one. English troops gave blankets
smeared with smdlpox to Indians in the eighteenth century during the French and Indian Wars.
During World War 11, Japanese planes dropped porcelain bombs containing billions of plague-
infected fleas over Manchuria®. It was partialy because of these potentid uses in warfare that a
Biologicd and Toxin Weapons Convention was hdd in 1972, during which more than 100
nations sgned a tresty banning the development, production, stockpiling, and transfer of
biologicd agents with the exception of defensve research.  But for some this convention
highlighted the importance of having biowegpons capability as a dgn of power on the
internationd level. Long before there was any subgtantial proof, many experts believed that
some signatories, Irag, Iran, China, and North Korea among them, were violating the terms of the
treaty. It was aso after Sgning this treaty that the former Soviet Union decided to expand their
program and began mass-producing offensve biologicad wegpons. During this time period, the
threat was clearly from other naions. However, now the threat comes predominantly from

terrorist groups.

During the Clinton adminigration, a smdl goup of experts had attempted to put pressure
on the president to teke the threat of a possble biological attack more serioudy. But it wasn't
until after the Gulf war that the first Sgns of a government response were seen publicly.  In 1997,
some 2.4 million soldiers were vaccinated againg anthrax bacillus because Pentagon officids
were concerned that Saddam Hussein may attempt to use his stockpiles of the bacteria against
U.S. soldiers’”. The thresat, however, was overseas and not on American soil. A threat outside

the U.S. border rarely gets the attention of the public and thus rardy gets the atention of the
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government. Because of this, the issue was pushed to the sde and little was done to prevent this

type of atack in the future.

The problem is that America is a reactive nation rather than a proactive and preventative
one. Throughout history there are numerous examples where the United States has reacted to a
threat ingtead of thinking ahead and trying to prevent the threat from occurring h the first place.
For example, there has been growing fear that smdlpox may be used in a biologicd wegpons

attack amply because it is the most contagious disease known to man.

Trafficking in germs and viruses is just as legd today as it was before September 11",
There is currently no international law againgt the distribution of germ srains?®.  The changes
that occurred as a result of the attacks were designed to prevent similar attacks in the future.
However, it is unlikdy that a teroris organization, such as Al-Qada, will use the same

technique twice.

Even if a biological wegpon attack does not cause mass dedtruction in the form of
maessve life loss, it may Hill succeed in its god of mass disuption. While the aforementioned
saran gas atack in Tokyo may not have succeeded in its god of killing, it certainly succeeded in
goreading fear among the community. Fear can be just as effective a wegpon for terrorists.  An
attack in a drategic location such as a metro dation, a sports stadium, or a mdl could cause a
nationwide panic. Americans may sop frequenting such locations for fear of another attack,

which would have serious ramifications for the nation’s economy.

After September 11", there has been a plethora of information on terrorist groups,

potentid terrorist targets, and bioterrorism in generd.  However, most of this information is



being los on American citizens who have heard dl they want to on the subject. In addition, the
information being provided to those who are ligening is more “scary” than it is informative
This leads to a public that, as a whole, is ignorant to the actud threet of the biologicd attack. In
the world of palitics, if an issue is not important to the American public than it is not important
to the politicians looking for redection. However, if the threat of biowegpons is not addressed
by paliticians, then the U.S. will again be unprepared for an attack within its borders. The U.S.
needs to focus on more preventative measures. This includes the educating of the public
regarding the signs and symptoms of diseases associated with infectious agents. There has been
ggnificant tak about a biologica wegpons attack, but very little information on how to spot the
ggns of such an attack. This information could make the difference in whether an attack is

discovered immediately following abiologica dispersement or days later.

Not only is ignorance in the public sector a mgor setback, but ignorance in the medica
sector is an even bigger threat. The medicd sector has made huge strides in recent years to make
aure first responders, nurses, and doctors are able to diagnose and treat dl kinds of potential
biologicd or chemicd agents. However, this knowledge is generdly confined to hospitd daff as
opposed to family physcians, who may be the first to see a bio-atack patient. Many highly
infectious diseases, induding anthrax, have symptoms extremely smilar to that of the flu or a
common cold, which can make it hard for an inexperienced physician to make an accurate
diagnogs. This is essentid because many of the diseases mogt likely to be used in a biologica
weapons atack require immediate treatment. Plague and anthrax are excdlent examples. After
severd days, the symptoms of anthrax may progress to severe breathing problems and shock,
which can be fad, paticulaly with inhdation anthrax.  Pneumonic plague, without early

trestment, usually leads to respiratory failure, shock, and rapid death?®.
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In addition, the knowledge of biologicd and chemicd wegpons is sometimes lost on
medical daff outsde the mgor cities in the U.S. Will gaff in Topeka be ale to handle an attack
even hdf as wdl as medicd daff in Washington D.C.? In short, hedth-care workers,
paticulaly physicians and nurses, need training about the clinical aspects of diseases tha may
result from the use of biologicd agents. This includes medicd personnd in mgor U.S. cities as

well as medica personne in rura areas of the country.

There is aso te issue of medicd supplies and beds for a plethora of patients. This is a
lesser threet that | think the medicd community collectively could handle in the event of such an
attack. If a large outbresk were to occur, hospitals in the United States would aso have to ded
with the potentid for overload. A large-scae attack could leave hospitals and physicians unable
to cope with a flood of paients in need of constant trestment*°. Doctors and nurses may be in
short supply due to fears of contracting the disease themsdlves. While this cannot be prevented,
shortages on medica supplies themsdlves is something that needs to be addressed on a locd
levd. Some hospitds, paticulaly those in the vicinity of large cities, are planning for such an

outbreak while others are severely behind.

This is not to say that the U.S. has done nothing to prevent a bioterrorism attack. The
government has darted taking some preventative steps, though not nearly as many as needed.
The Center for Disease Control is leading this initigive.  Among these initiatives is the building
of a computerized network designed to provide an early warning of any bioterrorism attack by
monitoring vidts to doctors offices, emergency rooms and drugstore sdes in mgor U.S. cities.
Although there has been little information released on the operation thus far, the initid effort is

expected to be concentrated in eight or 10 U.S. cities that dso will have the Environmenta

30 Alibek, Ken, “BioHazard,” Random House, New Y ork, 1999, Page 68.



Protection Agency's new Bio-Watch ar qudity monitors. The EPA monitors are designed to

provide 24-hour notice of any release of anthrax, smalpox or other deadly germs®?.

As a firs gep in combating againgt the bioterrorism threat, the Bioterrorism Preparedness
Act was dgned into law on June 12, 2002. The goa d the law is to upgrade federd capacities to
respond to bicterrorism. When fully implemented, the law will accomplish the following:

Expands the Strategic Nationa Pharmaceutical Stockpile

Expands CDC capacities and improves traning, public hedth laboratories, disease
survelllance and response

Enhances controls on dangerous biologica agents (currently only a lig of 42 "sdect
agents ")

Improves the response to bioterrorism a the State and loca level by providing grants to
States to assure adequate planning and preparedness

Equips hospitals to respond to bioterrorism

Accderates the production of smallpox vaccine

Expands research grants for new product development and authorizes long-term contracts for
vaccine and drug devel opment

Improves R& D coordination through public/private partnerships

Gives FDA increased authority to ensure the safety of the nation's food supply

Increases inspections to assure the safety and security of the food supply

Improves the federd government's capacity to prevent and detect terrorist attacks on
agriculture®

The U.S. has dso taken seps to take away the “safe havens’ currently available to groups
like Al-Qaida.  Through war as wdl as diplomatic negotiations, American is working to prevent
the grouping of terrorists in places such as the Sudan, Irag, Saudi Arabia, Afghanistan, and

Indonesa.

31 Toner, Mike, “U.S. building bioterror alert system Computer network to track visits to doctors,” Milwaukee
Journal Sentinel, January 29, 2003.

32 The Economist Newspaper Limited, London 2002, “The spores of war - Biological terrorism - How prepared is
the world for bioterrorism?’ November 30, 2002.

33 «Bioterrorism Preparedness Act Summary,” Senator Edward M. Kennedy's Office, November 15, 2002,
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While dl these changes are happening in the United States, little is being done in the rest
of the world. Thus despite improvements, America is gill extremdy vulnerable to biologica
attack. This begs the question, what dse can the U.S. do? Due to the complexity of planning a
biologicd attack the key is to invest in the intdligence, as it is clearly the best way to prevent
such a devadtating outbreak. The United States can not protect against an unknown threst.
Given the number of potentid targets for any type of terorist action, the terrorist will dways
have an upper hand. Due to the lack of resources, it is virtualy impossble to protect agangt
every possble attack. A smart terrorist will dways target the one weakness in a heavily guarded
gysem. This is why it is necessary that the United States thwarts a biologica attack by catching
it in the planing sages.  This involves inveding in intdligence.  Once an attack is launched, the

consequences, in terms of human lives and economic damage, are too greet to fathom.

The United States must work on keeping the government, the media, and the public on
the same page. There is a serious biologicd weapons threet that has the potentid to affect every
gngle peson in Ameica, however, most individuds ae ignorant to this threst. It is the
responsbility of the government to abandon its historicaly reactive policies in favor of proactive
ones. In order to do this with success, the government, through the media, must inform the
public of the threst without adarming or scaring them. An informed public will be more
supportive of budgetary increeses for the intdligence community, which is the best line of
defense the U.S. has againgt the threat of a biological wegpons attack.
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